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New technologies have been disrupting traditional industries 
for decades, and the onslaught has not slowed. In the late 20th 
century, for example, the movie-theater business was hobbled 
by Blockbuster, which built its rental business around the new 
technology of home videotape players. Just a decade or so later, 
Blockbuster itself was crippled by Netflix and other streaming 
services, and in 2010 the master of video rentals declared 
bankruptcy. 

In perhaps an iconic failure of vision, in the early 2000s 
Blockbuster turned down repeated offers to acquire Netflix for 
about $50 million. Netflix at the time was a struggling DVD-by-
mail company; but within a few years it had become one of the 
biggest streaming services in the United States. Now it has 
more than 100 million subscribers worldwide. Elsewhere, Uber, 
which reached a market value of more than $60 billion in just 
eight years, is pushing aside the centuries-old cab business, 
and Eastman Kodak, once a giant in analog photography, 
failed to grasp the significance of digital technology and filed for 
bankruptcy in 2012.

No industry is immune to the disruptions brought by digital 
technologies. While media, telecommunications, and banking 
have been among the first to feel the full brunt of these new 
technologies, manufacturing is now coming into the crosshairs. 
Globally, many manufacturers, especially those in advanced 
economies, have been looking for ways to exploit digital 
technologies. These efforts, generally dubbed “Industry 4.0,” 
are at a point where greater reliability and lower costs, largely 
attributable to improved storage and computing capacities, are 
fueling their rapid adoption over a variety of industry applications.

In a recent McKinsey survey of more than 200 business leaders 
throughout the 10 countries that make up the Association 
of Southeast Asian Nations (ASEAN), the transformative 
potential of Industry 4.0 was clearly confirmed. Almost all of the 
respondents, 96 percent, believed Industry 4.0 will bring new 
business models to their industries and, slightly less, 90 percent, 
said improved performance will be one of the main benefits 
from these new technologies. Additionally, in manufacturing-
based economies such as Indonesia, Thailand, and Vietnam, 
respondents were generally optimistic about prospects of 
Industry 4.0. 

However, even as they acknowledged the potential, 
respondents showed slow adoption. Only 13 percent said 
their companies had begun an Industry 4.0 transformation. 
ASEAN manufacturers cannot risk failing to capture the large 
opportunities made possible by these new technologies. By 
embracing Industry 4.0, ASEAN manufacturers can become the 
next leaders in their fields. 
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How companies are adopting Industry 4.0

Six characteristics of early Industry 4.0 adopters 

Four key technologies in Industry 4.0

Leading 
adopters

Captured large performance 
improvements through digital 

Industries include: 

• Automotive

• Pharma

Emerging 
adopters

Rapid growth of digital channel 
availability and adoption by 
customers

Industries include: 

• Upstream oil and gas

• Machinery manufacturers

• Chemicals

Lagging 
adopters

Limited digital innovation, 
few early adopters 
piloting Industry 4.0

Industries include: 

• Downstream oil and gas

• Mining

• Plantations and forestries

Digitally 
mature

Larger 
businesses

Adopt 
multiple 
use cases

Digitizing 
the core
business

Clear 
value 
capture 
targets

C-level 
support

Data, 
computational 
power, and 
connectivity

Analytics 
and 
intelligence

Human–
machine 
interaction

Advanced 
production 
methods

Machine-to-machine 
and machine-to-product 
connectivity will help realize 
mass personalization

Use of advanced analytics 
enables shift from detect to 
predict, and then to prevent

Virtual and augmented 
reality; industrial automation 
(eg, collaborative robots and 
automated guided vehicles)

Additive manufacturing (ie, 3-D 
printing) with integrated and 
accelerated prototyping 
and manufacturing  

What is Industry 4.0
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Asean Company Survey

Industry 4.0 technology suppliers and manufacturers are saying yes to…

Industry 4.0: Why now? 3 reasons

Companies are struggling to make Industry 4.0 a reality
% of respondents answering that they have… 

Reasons holding back implementation

81%
Awareness 

(score 7–10)

93%
More opportunity 

than risk

Cost of lnternet of 
Things (IoT) nodes have 
come down and are 
expected to fall by >50%

Unable to define business 
plan

Siloed data and no 
integration across 

business units (BUs)

No digital talent to 
execute road map

Cybersecurity risk 
increases fears

No coordination 
across BUs

Data-
storage 
cost has 
been 
reduced 
by >95%

>90% world’s 
data today 
has been 
created in 
past 2 
years

Processor speed,
million instructions per 
second (MIPS)

 

Share of Internet users globally, 
%

 

63%
Increase in 
optimism in 

last year

Vietnam

Indonesia

Thailand

Singapore

Philippines 

Malaysia 

79

78

72

53

52

38
63

Data availability Computing availability Readiness of society 

2014–
2015

2003

2016

2020, 
estmated 2015

Before 
2014 

0.290

1974 1999 2016 2000 2005 2010 2015

6.400

318.000

0

10

20

30

40

50

Digital company

Implementation 
journey 

 

Industry 4.0 
strategy defined

Clear Industry 4.0 
road map defined 

Implementation 
launched

Owners for use 
cases defined

43%

52%

47%

13%

Digital company
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Manufacturing is no stranger to technology-inspired disruptions. Indeed, as far back 
as the 18th century, manufacturing was upended by the machines and steam engines 
of the Industrial Revolution. In more recent decades, robotics have eliminated human 
errors in many processes, triggering vast improvements in quality and efficiency. Now, 
digital technologies wrapped under the label “Industry 4.0” are sweeping through the 
manufacturing sector. 

Whether through advanced analytics or innovative interfaces, these technologies are 
boosting asset and labor productivity, accelerating time to market, and unleashing other 
efficiencies. Manufacturers in developed markets are eager to explore the potential of 
Industry 4.0, but we’ve found that ASEAN companies have been slower to climb aboard. 
ASEAN manufacturers cannot ignore the coming of age of these new technologies and 
must actively work to understand how they are altering business models and improving 
operations in ways that were hard to imagine just a few years back. 

Many global manufacturers are already capturing significant value from Industry 4.0 
technologies. The venerable manufacturer Rolls-Royce, for instance, has overturned its 
model for jet-engine sales. The company today sells most of its airline engines at a loss, 
recouping the shortfall by selling real-time diagnostics and maintenance of the engine 
through its fee-based TotalCare program. It constantly collects data from thousands of 
in-service engines, helping it predict maintenance needs, improve performance, and amass 
an irreplicable knowledge base. TotalCare fees account for more than half the engine 
maker’s revenues.

In another example, Statoil, the Norwegian oil and gas company, says it will invest $200 
million by 2020 to introduce digital technologies broadly. Through the transformation, the 
company expects to boost its performance and improve its margins by offering solutions 
such as advanced analytics on geological models and predictive maintenance of offshore 
assets. 

Despite these individual efforts, however, few manufacturers truly appreciate the enormous 
long-term potential and implications of Industry 4.0 initiatives on their production systems. 
A global McKinsey survey that included developed and developing markets showed great 
excitement across the board for these initiatives, but a significant difference in the pace of 
adoption. Germany and United States were confirmed as clear front-runners in the trend. In 
these countries, governments have supported the shift with clear policy efforts to encourage 
companies to adopt these technologies. In ASEAN, while companies acknowledge the 
potential, many are struggling to seize the opportunity.  

Industry 4.0 cannot be dismissed as the latest buzzword. The technologies behind this 
trend will touch all aspects of the manufacturing process (Exhibit 1). These technologies 
provide a clear opportunity for companies in ASEAN to improve their productivity and to 
help the region reassert its status as a global manufacturing hub. 

Embracing Industry 4.0 technologies in ASEAN countries requires a clear understanding 
of the obstacles delaying its adoption, a shared vision of its potential benefits, and a policy 
and education environment that encourages implementation. Manufacturers in ASEAN may 
have had a slow start in the race toward these new technologies, but the marathon is young 
and there is ample track ahead to overtake the leaders.

INTRODUCTION
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EXHIBIT 1 
Industry 4.0 has the potential to transform the manufacturing system

 

Manual checking of bearing; 
replace every 30 days 
regardless of condition

Wired 
communication 
with control center

Yield optimized offline 
following mathematical 
formulas

Manual recording of 
production, events, problems, 
etc

Individual control room for 
specific machine; no visibility to 
upstream or downstream 
processes

Excessive work-in-
progress inventory 
levels

Labor-intensive process that 
can lead to coordination and 
repeatability issues

Dashboards and performance 
monitoring updated a few times 
per day

Source: McKinsey analysis

Use of robotics (including 
automated guided vehicles) to 
maximize labor productivity and 
minimize human failure

Predictive maintenance

▪ Controls many machines
▪ Monitors quality and component 

performance in addition to throughput
▪ Uses advanced analytics to update 

parameters in real time to improve 
quality and yield

Use of advanced analytics to 
evaluate sensor data and predict 
machine failures

Advanced quality control

Robotics

Automatic parameter recording

Batch matching to demand

3-D printing
Quality issues identified in real time 
with data relayed to control room for 
advanced analytics and parameter 
adjustment

Advanced analytics for optimization

Yield, energy consumption, and 
throughput optimization using 
advanced analytics over 
machine operating parameters

Advanced analytics for demand 
forecasting and optimization of inventory 
levels

Automatic recording of operational 
data and centralized storage

Reducing lead time for critical parts by 
3-D printing critical components

Digitize performance management 
through real-time data and alarms

Common operating picture

Predictive maintenance

...into an optimized world-class manufacturing system

Industry 4.0 has the potential to transform a company's manufacturing processes...
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In recent decades, ASEAN manufacturing, once seen as a global phenomenon, has been 
overshadowed by the meteoric rise of Chinese factories. The digital technologies associated 
with Industry 4.0 can help ASEAN manufacturers overcome relatively low productivity rates 
to regain their stature as factories to the world. 

Billions of dollars in value at stake 
Industry 4.0 is the confluence of disruptive digital technologies that together carry the 
potential to change the manufacturing sector beyond recognition. The movement has 
gained critical momentum as a number of factors have come together: an astonishing rise 
in data volume, computing power, and connectivity; the emergence of advanced data 
analytics and business-intelligence capabilities; new forms of human—machine interaction, 
such as touch interfaces and augmented-reality systems; and improvements in how digital 
outcomes are transferred to the physical world, for instance through advanced robotics and 
3-D printing.

Industry 4.0 is expected to drive productivity increases comparable to those generated 
by the introduction of the steam engine in the Industrial Revolution. Globally, it is expected 
to deliver between $1.2 trillion and $3.7 trillion in gains (Exhibit 2). Of this, ASEAN, whose 
member economies have significant manufacturing components, has the potential to 
capture productivity gains worth $216 billion to $627 billion.

EXHIBIT 2 
In ASEAN, impact could be $0.2 trillion to $0.6 trillion per year by 2025
 

1 Other: livestock-location monitoring, livestock-health monitoring, smart pills for livestock, climate control for greenhouse gases, pay-as-you-go 
insurance, hospital-building security, hospital energy management, and improved medical devices.

Note: ASEAN = the Association of Southeast Asian Nations. Estimates of potential economic impact are for some applications only and are not 
comprehensive estimates of total potential impact. Estimates include consumer surplus and cannot be related to potential company revenue, market 
size, or GDP impact. We do not size possible surplus shifts among companies or industries, or between companies and consumers. These estimates are 
risk adjusted or probability adjusted. Numbers may not sum, because of rounding.

40–54

76–245

17–55

10–57

38–91

Other1

12–38

Operations management —
hospitals

Total

Health and safety —
manufacturing

22–65

5–20

Farms — increase farm yield

Predictive maintenance —
manufacturing

Operations management —
manufacturing

216–627

Hospitals — counterfeit
drug reduction

Inventory optimization —
manufacturing

Potential economic impact, 
$ billion, annuallySized applications

Estimated potential 
reach in 2025, %

Potential productivity or value gains 
in 2025

▪ 20–50 ▪ 80%–100% reduction for applicable 
drugs (30%–50% of all drugs)

▪ 50–70 ▪ 10%–25% 

▪ 0–50 ▪ 20%–40% reduction in time lost on 
tracking durable medical equipment; 
250 hours a year saved for nurses

▪ 50–70 ▪ 20%–50%

▪ 10–30 ▪ 10%–25% yield improvement

▪ 50–70 ▪ 10%–40% reduction in spend, 3%–
5% improvement in equipment 
lifetime, 50% reduction in equipment 
downtime 

▪ 50–70 ▪ 5%–12.5% reduction

INDUSTRY 4.0:  
AN OPPORTUNITY FOR ASEAN
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Globally, companies are investing funds and talent into understanding and adopting the 
myriad elements of Industry 4.0, which can be grouped into four clusters:

 � Data, computing power, and connectivity. Communication and data exchange 
among specific components and controllers of the production chain can enable new 
models for delivering products and value to customers, such as detailed individual 
customization. 

 � Analytics and intelligence. Predictive algorithms and advanced analytics can 
maximize asset utilization and process optimization.

 � Human-machine interaction. Digitalization and automation of processes using new 
interface options—such as augmented reality, virtual reality, and robotics—can create 
dramatic cost reductions. For example, workers will operate alongside collaborative 
robots known as cobots, which would handle physically demanding and repetitive tasks. 

 � Advanced production methods. 3-D printing and other emerging production 
technologies can enable new process and product-design approaches.

The ultimate consequence of Industry 4.0 technologies will be “factories of the future,” 
envisioned as manufacturing processes that provide seamless data flows across product 
life cycles, fully automated production systems run on advanced analytics, and more 
efficient processes. The concept would relieve workers of drudgeries, improve quality, and 
deliver cost savings. 

Attacking the ASEAN productivity gap
Industry 4.0 offers ASEAN countries the chance to recapture a larger share of global 
manufacturing activity. Once the home of the four Asian Tigers1, the region saw its 
ascendency eclipsed by China’s dynamic growth. But with wages rising in China, the 
country’s economy is shifting from an export-driven model to one focused on domestic 
consumption. 

As a result, ASEAN member states have the opportunity to exploit Industry 4.0 technologies 
to stake their claim to being the factory of the world. As an example of the potential of 
Industry 4.0, a semiconductor manufacturer in Singapore is leveraging advanced analytics 
to predict failures and optimize its maintenance operations. The expected result is a 7 
percent cut in maintenance costs.

ASEAN manufacturers, however, must first overcome their productivity gap. Even though 
ASEAN’s annual exports increased 5.6 percent between 2010 and 2015 and the region is 
experiencing a strong influx of Japanese investment, its ambitions could be hindered by low 
labor productivity. Labor costs in most ASEAN countries are lower than those in China—in 
many cases much less than half of China’s costs—but low labor-productivity rates, except in 
Brunei and Singapore, erase this advantage completely (Exhibit 3).

1 The “four Asian tigers” refers to the highly developed economies of Hong Kong, Singapore, South Korea, and 
Taiwan.
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EXHIBIT 3  
ASEAN’s labor costs are lower than China’s, but this competitive advantage is 
undermined by low productivity 
 

Source: IHS

Note: ASEAN = the Association of Southeast Asian Nations. Brunei, Cambodia, Laos, and Myanmar are not included because of a lack of available data. 
Analysis assumes work Monday through Friday and 4 weeks off work per year for all countries (combination of leave allowances and public holidays).

Average daily wage cost for 
a manufacturing employee,
$ per day

Annual manufacturing 
labor productivity,
$ thousand per employee

Average daily 
output/wage,
$

7.9

7.8

China

148.5

10.6

Thailand

Malaysia

16.5

37.2

Philippines

34.4

Singapore

Indonesia

Vietnam 2.5

63.4

18.5

9.8

16.4

58.8

104.8

9.0

6.1

4.8

3.8

2.7

0.9

7.4

–87%

2016

To be attractive to multinational manufacturers and bolster its manufacturing economies, the 
region cannot compete on low wages alone. It must also focus on improving productivity, 
which, along with making the region more attractive to foreign investment in manufacturing, 
can also support domestic improvements in wages and living standards. 

Although statistically ASEAN productivity has improved over recent decades, much 
of this progress was driven by a broad shift of labor from agriculture into more efficient 
sectors, rather than improvements within individual sectors. Beyond the overall metrics, 
manufacturing productivity remains low across the region. Vietnam, for instance, seen by 
some as a close rival to China, is 87 percent less productive than China with respect to daily 
output per daily wage.

Along with eroding the region’s competitiveness, low overall productivity ultimately hampers 
growth and, in turn, prospects for better living standards. In the near future, ASEAN’s 
youthful population will expand the region’s workforce and support economic growth, but 
this impetus will eventually diminish. Unless the region builds a more globally competitive 
manufacturing sector, it could miss a critical opportunity to increase its overall level of 
prosperity and well-being.

Looking at ASEAN’s potential, the region’s five largest manufacturing industries are poised 
to reap substantial benefits from Industry 4.0. Globally, these industries have achieved 
productivity gains of 10 to 50 percent and improvements to overall equipment effectiveness 
of 10 to 20 percent by adopting elements of Industry 4.0 (Exhibit 4).
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EXHIBIT 4  
Early adopters show productivity gains and OEE improvements

Productivity
gain, %

Overall-equipment-
effectiveness (OEE)
improvement, %

Electronics1 30–50 15

Chemicals, oil and gas, 
and mining

2 50 20

Consumer goods3 10–40 20

Food4 50 15

Pharmaceuticals5 50 10–15

Source: McKinsey analysis

Early efforts are under way 
ASEAN are under way in exploring Industry 4.0. Some companies in the region have already 
begun introducing elements of these new technologies into their business models and are 
deriving value. For example, Infineon Technologies, a semiconductor company with a large 
presence in ASEAN countries, plans to invest more than $84 million in a smart factory in 
Singapore to test these technologies. The company expects to cut cycle times in half, increase 
productivity by 10 percent, and save $1 million a year in energy costs through the initiative. 
Other ASEAN companies, such as Malaysian energy group Petronas and Indonesian mining-
equipment maker PT Trakindo Utama, have launched efforts to digitize their operations and 
customer offerings. Similarly, OMRON, an automation-solution provider, has opened a $10 
million Automation Center (ATC) in Singapore to help its local clients deploy their automation 
solutions. OMRON expects the large manufacturing base in ASEAN to migrate to more 
automated processes. 

In addition, start-ups focused on Industry 4.0 technologies are emerging in the region, 
particularly in Singapore, where companies have attracted millions in investment from domestic 
and foreign investors. Among the examples are Nugit, a data-analysis platform in Singapore 
that raised $5.2 million in seed funding from venture-capital funds; Ebizu, a digital advertising 
facilitator in Malaysia that raised $3.0 million in Series A funding; and Apvera, a security and risk 
firm in Singapore that raised $1.2 million in venture-capital funding. 

Innovation centers focused on research and development and on building relevant capabilities 
often accompany these digital initiatives. For example, companies, government agencies, 
and academic institutions joined to create the Advanced Remanufacturing and Technology 
Centre (ARTC) in Singapore. ARTC works with more than 40 industrial partners, including 
global brands, such as Siemens and Rolls-Royce, and local small and mid-sized enterprises in 
aerospace, machinery, oil and gas, land transport, consumer goods, and other industries. 
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PERCEPTIONS  
ON THE GROUND

To help understand how companies in ASEAN viewed Industry 4.0 and the obstacles that 
hinder its adoption, we surveyed more than 200 managers at manufacturing companies 
and their technology suppliers. The research spanned six ASEAN markets—Indonesia, 
Malaysia, the Philippines, Singapore, Thailand, and Vietnam—and crossed a wide range of 
sectors. (See the Appendix, “ASEAN Industry 4.0 scope,” for more details on the study.)

Among the most important findings from the respondents are the following: 

 � Almost all ASEAN companies covered in the study—96 percent of the respondents—
believed that Industry 4.0 will enable new business models, while slightly less, 90 
percent, cited improved performance as a benefit from the new technologies. 

 � In manufacturing-based economies such as those of Indonesia, Thailand, and Vietnam, 
respondents were generally optimistic about prospects of Industry 4.0. They were eager 
to adopt use cases for the technologies and said they expected implementation would 
add more than 10 percent to revenues and also cut costs by more than 10 percent. 

 � Despite the acknowledged potential, only 13 percent of respondents said their 
companies had begun an Industry 4.0 transformation. The main challenges cited 
were creating clear business cases, data integration, cybersecurity, capabilities, and 
coordination across business units. 

General optimism
Overall, ASEAN technology suppliers and manufacturers said they were very optimistic 
about the potential of Industry 4.0. About 93 percent of the respondents from both groups 
said the opportunities outweighed the risk (Exhibit 5). In addition, about two-thirds from both 
groups said they had grown more positive toward the technologies over the previous year.

Looking closer, the level of optimism varied considerably across countries. Respondents 
in Vietnam, Indonesia, and Thailand, where industry remains a major contributor to GDP, 
showed growing levels of optimism, with more than 70 percent of the respondents from 
each saying their view of Industry 4.0 had improved over the previous year. In Vietnam and 
Thailand, in particular, government efforts to create national road maps for adopting  
Industry 4.0 have helped create positive perceptions among companies. 

Part of the optimism could be linked to the significant value delivered by the chemicals and 
electronics industries in many ASEAN markets. Both industries could garner large benefits 
from an Industry 4.0 transformation. Companies in the chemicals sector, for example, could 
optimize their operations and improve profit by about 3 percent at active production units, 
while predictive maintenance could help reduce maintenance costs by 10 percent and 
boost production by 2 percent. Among electronics manufacturers, automation using robots 
and cobots could help increase labor productivity by up to 40 percent.
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EXHIBIT 5 
There is an increased awareness and optimism around Industry 4.0 in ASEAN 

Industry 4.0 technology suppliers and 
manufacturers are saying yes to...

Suppliers and 
manufacturers

81

93

63

Awareness (score 7–10)

More opportunity than risk

Increase in optimism in 
last year

38

52

53

72

78

79

Indonesia

Ø63

Vietnam

Singapore

Malaysia

Philippines

Thailand

Source: McKinsey analysis

Business models and performance are crucial targets
Among the respondents, 96 percent said they expect Industry 4.0 technologies to lead 
to changes in business models. As a suite of technologies, the approach can open 
opportunities for manufacturers to serve their customers in new ways. Lower labor costs 
triggered by these new technologies would give companies room to pursue market 
expansion with new products and services.

Close behind, 90 percent of the respondents said that Industry 4.0 would likely contribute 
to performance improvements. In much the same way lean manufacturing delivered lower 
costs beginning in the 1980s, Industry 4.0 is expected to allow companies to create more 
efficient processes.

In addition, more than 75 percent of the respondents said they expect digital technologies 
to boost their companies’ revenues by more than 10 percent, while bringing costs down by 
more than 10 percent.  
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OVERCOMING BARRIERS  
TO IMPLEMENTATION

Along with cataloging expectations around Industry 4.0, the survey also highlighted specific 
challenges to adopting the new technologies. A crucial finding was that only 13 percent of 
respondents said their companies had begun implementing measures linked to Industry 4.0.

Despite the expressed optimism and, in many cases, implementation plans, companies in 
ASEAN are struggling to follow their ambitions. In general, as might be expected, technology 
suppliers were further ahead than manufacturers, with many of them defining strategies and 
allocating responsibilities. But few companies from either group had moved beyond this 
stage, according to the respondents. 

The survey highlighted five major challenges: These were a limited understanding among 
managers of the key value drivers for Industry 4.0 use cases; compartmentalized data within 
companies and difficulties in consolidating information, as well as siloed organizations; 
general difficulties in evaluating and addressing security risks and data-protection 
requirements; scarce talent with the required digital skills; and an inadequate understanding 
of how to align incentives with the new processes.

 

Understanding use cases
Companies in ASEAN struggle to set priorities based on the potential impact of Industry 4.0 
use cases. The difficulty stems from insufficient experience with the available technology, as 
well as data shortfalls that prevent precise economic assessments of the impact.

To move forward, companies could try to isolate use cases that apply directly to their industry 
and concentrate on understanding those that could deliver significant or immediate impact. 
For example, ASEAN companies with resource-intensive processes might focus on cases 
that maximize asset productivity. One mining company focused on predictive maintenance 
for its freight trucks, reducing maintenance costs by 12 percent, improving production, and 
avoiding unneeded capital expenses.

In an example from the energy industry, advanced analytics for yield, energy, and throughput 
optimization can maximize return on assets. One large refiner focused on identifying key 
drivers of profit for its conversion unit, and the application allowed the company to perform 
online adjustments to these drivers, increasing the unit’s profit per hour by 3 to 4 percent.

Eliminating compartmentalized data
Many established ASEAN manufacturers built their IT systems from the 1980s onward, 
gradually adding to their systems as technology evolved. As a result, processes and data 
became isolated in siloed systems.

Industry 4.0 systems are fed on data, and an uninterrupted and reliable flow is critical to 
obtaining maximum benefits. Integrated data prevents conflicting results that can come from 
separate systems and creates a common view of the health and performance of a company, 
from customer satisfaction levels to quality-control metrics. 

ASEAN companies adopting digital technologies as central to their operations will be 
handicapped without investing in integrating legacy systems and bringing their data under 
one roof. 
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Mitigating security risks
Although centralized IT systems are often needed for Industry 4.0 transformations, recent 
global cyberattacks have highlighted a weakness in these highly connected systems. 
Companies across ASEAN have not been spared from these attacks, which have made 
some reluctant to pursue full implementation of Industry 4.0.

Cybersecurity risks should not prevent ASEAN manufacturers from capturing benefits from 
these new technologies, although prudent measures are obviously needed. Cybersecurity 
risks can be mitigated by ensuring proper mechanisms are in place in three areas:

 � Controls. Protect information assets with the highest value using tailored security 
postures and advanced capabilities, including enhanced encryption, campaign 
planning, and security-control assessments for high-risk vendors.

 � Governance and organization. Revise governance processes and organization 
structure to promote engagement, coordination, execution, and capability building, 
for instance, by implementing intelligence coordination and establishing an advanced 
forensics unit.

 � Process and operations. Embed security measures into standard processes and use 
training programs and simulations, among other efforts, to ensure that all employees are 
fully aware of the importance of cybersecurity. 

Finding scarce talent
As companies adopt Industry 4.0 technologies, new processes will be adopted and new 
roles will emerge. These changes will require capabilities that are likely alien to traditional 
manufacturers, such as data-mining and machine-intelligence expertise (Exhibit 6).

Bringing in these skills from outside the company can be a quick way to acquire needed 
capabilities, but a large influx of new hires can disrupt the corporate culture and dampen 
employee motivation. Developing these capabilities internally may avoid morale or culture 
disturbances, but it prolongs the transformation, giving competitors a chance to jump 
ahead.

The middle ground is a delicate balance between external hires and internal development. 
External hires can be role models for change, while existing staff energized by the potential 
improvements can form a strong support network for new hires. In our experience, 
companies typically fill 50 to 80 percent of the new roles required by Industry 4.0 through 
external hiring.
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EXHIBIT 6 
New capabilities will be needed for new roles 

 

Example of roles and typical profiles needed

Traditional 
business
managers

IT and big 
data manager Data

architect

Tranforma-
tion coach

Data scientist 

Analytics 
engineer

Analytics 
translator

Business 
skills

Technology 
skills

Digital and analytics skills

Data 
scientist

▪ Background in (applied) 
mathematics, data mining, 
statistics, machine learning, 
computer science, physics

▪ Builds the mathematical algorithms

Analytics 
engineer

▪ Data-scientist background with 
more focus on computer science 
and programming

▪ Takes data scientist’s algorithms 
and makes them more efficient

Analytics 
translator

▪ Data-scientist background + 
additional background and 
experience in business

▪ Understands business problem and 
translates into technical language 
and vice versa

Trans-
formation 
coach

▪ Lines up top talent, with 5–10 years 
of business and operations 
experience and with an open mind 
to learn digital and IT

▪ Coaches line operators and 
managers on driving integrated 
performance and digital 
transformation Source: McKinsey analysis
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Adjusting incentive systems
With new processes and perhaps even a new business model, companies will need to 
realign their incentives systems to mesh with the changed priorities and strategy and to 
ensure that workers at all levels throughout the organization are behind the transformation. 
Traditional key performance indicators will need to evolve to account for new working 
processes based on technologies in Industry 4.0 (Exhibit 7).

EXHIBIT 7 
Key performance indicators (KPIs) need to be revised to align with updated 
maintenance strategies 

From To 

Maintenance 
engineer 

Maintenance 
scheduler

Maintenance 
technician

Content 
focus 

Frequency

Medium

▪ Mean time between failure
▪ % emergency or unplanned 

work orders 

▪ Machine downtime
▪ % of failures not detected by models

▪ % of deferred work orders (ie, % 
completed or scheduled) 

▪ % of scheduled orders completed 
▪ % of rework orders 

[Reduced role, only applicable in large organizations]
▪ % of deferred work orders by equipment criticality

▪ % of scheduled orders completed1

▪ % of rework orders1

▪ Focus on diagnosing potential root 
causes

▪ Review of effectiveness of maintenance strategies 
(eg, identifies new sensors to predict failures) 

▪ Regular (eg, weekly, monthly, 
quarterly) 

▪ Physical whiteboard on shop floor, 
printouts, or simple digital tools (eg, 
spreadsheet) 

▪ KPIs automatically measured in real time and 
visualized in digital app (viewed on mobile device) 

▪ Single source of data in unified system: 
– ERP data on relevant events (historical 

failures, work orders) 
– Machine-condition data from programmable 

logic controller and sensors (condition 
monitoring, Predictive Maintenance app) 

▪ Multiple sources of enterprise-
resource-planning (ERP) data (eg,  
Maximo, SAP) on relevant events 
(historical failures, work orders) 

▪ Real time (where needed) to allow for agile and 
fast-paced actions 

Source: McKinsey analysis

Example of KPI changes with optimal maintenance strategies 

1 Metric remains unchanged, but numerical targets will change with adoption of operator-enhancing technologies (eg, augmented reality). 

Examples 
of primary 
KPIs

Perfor-
mance
dialogue

Key data sources

E
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ACCELERATING ADOPTION 
IN ASEAN

In general, most ASEAN countries have been slow to adopt Industry 4.0 technologies. 
Developed countries and some other developing markets, such as China and India, have 
been much faster in drawing the benefits from these technologies. Indeed, the Chinese 
government included implementation guidelines in its “Made in China 2025” strategy, and 
the Indian government is working on the National Policy for Advanced Manufacturing, which 
is expected to include support for Industry 4.0. 

The Chinese and Indian efforts mirror Germany’s “Industrie 4.0” digitalization push, one of 
several national efforts designed to bring manufacturing into the digital era. These efforts 
are generally written to give individual companies an initial boost before they become self-
sustaining.

Some ASEAN countries, including Singapore, Thailand, and Vietnam, have also drafted 
plans for encouraging manufacturers to adopt Industry 4.0; otherwise, there has been scant 
progress in implementing these road maps. 

Quickening the pace of adoption in ASEAN would require government, industry, and 
academia to work together (Exhibit 8).

EXHIBIT 8 
Three key agents are required to fully deploy the potential of Industry 4.0 in a country

Industry 
4.0

Academic
institution

Need to ensure that 
adequate policies and 
incentives are in 
place to create a 
favorable risk profile 
for initial investments 
in Industry 4.0

Must push technologies 
into their production 
processes, typically 
through developing 
them on their own or in 
technology cluster 
formed with other 
companies

Need to supply 
corporations with talent 
possessing the requisite 
skills for Industry 4.0. 
Universities must also 
initiate R&D for 
potential new
Industry 4.0 
technologies

Source: McKinsey analysis
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Government
Most ASEAN governments provide very limited support for companies trying to adopt 
Industry 4.0 technologies, and what is available can be harmful—for example, funding 
programs linked to decisions from academics, where the programs could be biased 
because of sponsorships or because they do not align with the industry’s real needs.

In most countries that lead in Industry 4.0 technologies, national governments play an 
important role in the early stages of adoption. They often set targets to guide companies, 
devise and implement appropriate policies, and provide funding of various kinds. 

In particular, successful government support rests on five crucial initiatives: 

 � Adjust taxes and provide financial support. Governments should support 
companies making the transition to Industry 4.0 by offering preferential tax policies 
and by creating special funds to encourage industrial transformation and upgrade. In 
Germany and the United States, for example, governments have established strong 
nationwide programs to push the transformations. 

 � Promote industrial alliances. ASEAN governments provide insufficient tangible 
support to start-ups and small and mid-sized manufacturers. Central authorities should 
help create innovation platforms connecting local industries with IT experts or with 
industry associations that can help promote demonstration projects. 

 � Encourage international cooperation. Governments should use their relations 
across ASEAN member states to encourage international exchange and cooperation in 
areas such as promoting pilot and demonstration projects.

 � Support training and talent initiatives. Governments should encourage pilot and 
demonstration projects to strengthen the development of top-level design and other 
specialized talent for intelligent manufacturing.

 � Establish national standards. As new technologies emerge, governments should 
define standards and protocols for critical elements of those technologies, ensuring that 
there is room for further innovation and avoiding “winner takes all” outcomes.

Corporations 
In ASEAN, companies have barely begun exploring Industry 4.0. As one indication, only 30 
to 40 percent of production lines in the region are automated, with the remainder operating 
under discontinuous, labor-intensive processes that result in frequent quality issues. 

In leading countries, businesses have played a fundamental role in bringing Industry 4.0 
technologies into the real economy, actively seeking new ways to use these technologies 
to capture emerging-market opportunities. For example, fully automated, continuous 
production lines are common.

Several industry measures are needed to speed up the adoption of Industry 4.0:

 � Begin or continue to implement Industry 4.0. Companies should find ways to 
overcome the barriers to implementation cited in our survey and start introducing 
Industry 4.0 technologies into their processes, either through full or piloted 
transformations.
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 � Organize into industrial clusters. Throughout ASEAN, companies tend to 
initiate collaboration within their own organizations. Technology adoption could be 
accelerated, however, if companies in ASEAN formed clusters with similar companies, 
actively working with technology companies to test ideas. Such collaboration can 
help manufacturers and technology suppliers, offering the manufacturers access to 
innovative technologies and the suppliers a chance to expand their businesses. 

 � Enter global partnerships. In additional to local alliances, ASEAN companies 
should build deep relationships with global players and technology providers to ensure 
access to the latest technologies. In exchange, for access to these technologies, 
ASEAN companies can offer global players access to local markets for their products. 
Germany’s SAP, for example, complements its existing capabilities in the Internet of 
Things and machine learning by inviting other leading players to join it on a platform 
called the Co-Innovation Lab. The effort allows SAP to communicate with other players 
along its value chain to ensure the proper development of its own products and services. 

Academic institutions
Universities and professional-training institutions have fundamental roles to play in helping 
manufacturers adopt Industry 4.0 technologies. A critical bottleneck in most ASEAN 
countries to a more rapid adoption of Industry 4.0 technologies is a scarcity of required 
talent.

Two measures in particular by academic institutions would contribute to the speedy 
adoption of Industry 4.0 technologies in the region: 

 � Teach appropriate capabilities. Universities and professional-training institutions 
should adapt their programs to ensure they can satisfy the specific demands for talent 
created by Industry 4.0. Specifically, they should emphasize vocational education, as 
well as other tailored training programs, that equip new students and workers displaced 
by technology with desired new skills. 

 � Lead innovation. Universities should pursue technology development from pure 
innovation through to the development stage, bridging the distance between basic 
research and an idea’s final application in industry. 

Industry 4.0 will promote increased productivity in ASEAN’s highly labor-intensive 
manufacturing sector only with the help of the combined efforts of government, business, 
and academia. 



A CALL TO ACTION

Shackled with low productivity rates, manufacturers in ASEAN have struggled to claim the 
title of the next factory of the world. Industry 4.0 technologies can help the region overcome 
this hurdle. These technologies can not only help companies modernize their processes and 
eliminate inefficiencies—they can also grant companies the scope to make bold strategic 
decisions and reinvent their own business models, providing a sustainable base to maintain 
their competitive edge amid global competition.

But to avoid a failure of vision, like that shown by Blockbuster in the 2000s, companies 
in ASEAN must begin a digital transformation as soon as possible. Business models, 
production systems, and eventually entire companies will need to be reshaped from a 
digital perspective. As profit pools readjust along the value chain as digitalization matures, 
companies that succeed in their transition early will be positioned to become future industry 
leaders.

Along with the private sector’s own efforts, governments and academic institutions should 
help accelerate the transformation by adopting a coordinated strategy and relevant policies 
to encourage the rapid adoption of these new technologies.
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APPENDIX: ASEAN INDUSTRY 4.0 SURVEY SCOPE
As part of the study, we surveyed more than 200 managers and executives working in six 
ASEAN countries:  Indonesia, Malaysia, the Philippines, Singapore, Thailand, and Vietnam. 
Forty-two percent of the respondents worked at manufacturers, and the remaining 58 
percent at suppliers. The companies included in the research employed at least 50 people, 
although most had between 1,000 and 5,000 employees. The study covered a wide 
range of manufacturing sectors: advanced industries, including advanced technology, 
industrial automation, mechanical engineering, and semiconductors; automotive, including 
automobile manufacturing and automotive components; chemicals and materials, including 
basic materials and mining, chemicals, paper, and packaging; energy, including oil and gas 
and power generation; consumer goods; and transportation and logistics.
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Related McKinsey Global Institute (MGI) 
and McKinsey research

Jobs lost, jobs gained: 
Workforce transitions 
in a time of automation 
(December 2017)
MGI’s latest research on 
the future of work examines 
work that can be automated 
through 2030 and jobs that 
may be created in the same 
period.

Artificial intelligence and 
Southeast Asia’s future 
(September 2017)
For artificial intelligence 
to take hold in Southeast 
Asia, the region needs more 
defined business use cases, 
better data ecosystems, 
and more concerted talent-
development efforts.

The great re-make: 
Manufacturing for  
modern times  
(June 2017)
This compendium reflects 
the collective experience 
of McKinsey’s global 
Manufacturing Practice. It 
is based on our extensive 
work with more than 650 
client organizations over the 
past five years, across all 
industries.

A future that works: 
Automation, employment, 
and productivity  
(January 2017)
This MGI report explores the 
potential uses of automation 
in multiple industries and its 
effects on employment and 
productivity.

The Internet of Things: 
Mapping the value beyond 
the hype  
(June 2015)
If policy makers and 
businesses get it right, 
linking the physical and 
digital worlds could generate 
up to $11.1 trillion a year in 
economic value by 2025.

Southeast Asia at the 
crossroads: Three paths to 
prosperity  
(November 2014)
By capitalizing on three global 
trends, Southeast Asia could 
increase productivity and 
create billions in economic 
value by 2030.

23 Industry 4.0: Reinvigorating ASEAN Manufacturing for the Future 





McKinsey’s Digital Capability Centers (DCCs) 
are a global network of Industry 4.0–focused 
capability centers that drive the transformation of 
companies around the world. Offering services 
ranging from experiential learning and capability 
building, to piloting new technologies, the DCCs 
support companies at every stage of their digital 
transformation journey.

The DCC network includes facilities in Aachen 
(Germany), Beijing, Chicago, Singapore, and 
Venice (Italy). Each center was founded in 
partnership with a leading industry consortium, 
government organization, or research institution.

The Singapore facility is a collaboration with the 
Advanced Remanufacturing and Technology 
Centre (ARTC) to develop digital manufacturing 
and industrial-design expertise in Southeast Asia.
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